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Linux Firewall

*filter
:INPUT DROP [0:0]
:FORWARD DROP [0:0]
:OUTPUT DROP [0:0]
:DOS_PROTECT - [0:0]
:GOOD˜STUFF - [0:0]
-A FORWARD -j DOS_PROTECT
-A FORWARD -j GOOD˜STUFF
-A FORWARD -p tcp -m multiport ! --dports 80,443,6667,6697 -m hashlimit ←↩

--hashlimit-above 10/sec --hashlimit-burst 20 --hashlimit-mode srcip ←↩

--hashlimit-name aflood --hashlimit-srcmask 8 -j LOG
-A FORWARD ! -i lo -s 127.0.0.0/8 -j DROP
-A FORWARD -i internal -s 131.159.21.0/24 -j ACCEPT
-A FORWARD -s 131.159.15.240/28 -d 131.159.21.0/24 -j DROP
-A FORWARD -p tcp -d 131.159.15.240/28 -j ACCEPT
-A FORWARD -i -p tcp -s 131.159.15.240/28 -j ACCEPT
-A GOOD˜STUFF -i lo -j ACCEPT
-A GOOD˜STUFF -m state --state ESTABLISHED -j ACCEPT
-A GOOD˜STUFF -p icmp -m state --state RELATED -j ACCEPT
-A DOS_PROTECT -i eth1 -p icmp -m icmp --icmp-type 8 . . . --limit 1/sec -j RETURN
-A DOS_PROTECT -i eth1 -p icmp -m icmp --icmp-type 8 -j DROP
COMMIT
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--hashlimit-above 10/sec --hashlimit-burst 20 --hashlimit-mode srcip ←↩

--hashlimit-name aflood --hashlimit-srcmask 8 -j LOG
-A FORWARD ! -i lo -s 127.0.0.0/8 -j DROP
-A FORWARD -i internal -s 131.159.21.0/24 -j ACCEPT
-A FORWARD -s 131.159.15.240/28 -d 131.159.21.0/24 -j DROP
-A FORWARD -p tcp -d 131.159.15.240/28 -j ACCEPT
-A FORWARD -i -p tcp -s 131.159.15.240/28 -j ACCEPT
-A GOOD˜STUFF -i lo -j ACCEPT
-A GOOD˜STUFF -m state --state ESTABLISHED -j ACCEPT
-A GOOD˜STUFF -p icmp -m state --state RELATED -j ACCEPT
-A DOS_PROTECT -i eth1 -p icmp -m icmp --icmp-type 8 . . . --limit 1/sec -j RETURN
-A DOS_PROTECT -i eth1 -p icmp -m icmp --icmp-type 8 -j DROP
COMMIT
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FFFUU

http://iptables.isabelle.systems/
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FFFUU: Usage

http://iptables.isabelle.systems/

4

http://iptables.isabelle.systems/


5



{131.159.21.0..131.159.21.255} {131.159.15.240..131.159.15.255}

{127.0.0.0..127.255.255.255}

{0.0.0.0..126.255.255.255} ∪
{128.0.0.0..131.159.15.239} ∪

{131.159.16.0..131.159.20.255} ∪
{131.159.22.0..255.255.255.255}
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Properties

Soundness
I You can lookup any pair of IPv4 addresses in the picture

I If there is an arrow between the IPs, then the firewall may allow the communication

I If there is no arrow, then the firewall definitely blocks the communication

¬ Completeness
I We translate to a simplified firewall model which is less expressive

I Overapproximation: our simplified firewall accepts at least all the packets which the
original firewall accepts

I Approximation: it may accept more
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Example

*filter
:INPUT DROP [0:0]
:FORWARD DROP [0:0]
:OUTPUT DROP [0:0]
-A FORWARD -m time --timestart 07:45 --timestop 08:00 --weekdays Mon ←↩

-m comment --comment Sprechzeiten -j ACCEPT
COMMIT

I Overapproximation: Firewall accepts everything

target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

I Sound ,

I But useless /
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Another Example

*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
:CHAIN - [0:0]
-A FORWARD -j CHAIN
-A CHAIN -p tcp -m tcp --sport 22 -j RETURN
-A CHAIN -p udp -m udp --dport 80 -j RETURN
-A CHAIN -j DROP
COMMIT

I What does it do?

I Accepts everything from TCP srcport 22 and UDP dstport 80.
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Another Example: Running fffuu

I Accept everything from TCP srcport 22 and UDP dstport 80.
I drop the rest

target prot opt source destination
DROP all -- 0.0.0.0/0 0.0.0.0/0 sports: 0:21 dports: 0:79
DROP all -- 0.0.0.0/0 0.0.0.0/0 sports: 0:21 dports: 81:65535
DROP all -- 0.0.0.0/0 0.0.0.0/0 sports: 23:65535 dports: 0:79
DROP all -- 0.0.0.0/0 0.0.0.0/0 sports: 23:65535 dports: 81:65535
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

I Wait, . . .

I Does this even make sense?

I Not the policy we wanted: Accepts anything with srcport 22 or dstport 80. TCP,
UDP, SCTP,

I Very broken!

I Challenge: Construct unsoundness.
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It is ‘formally verified’, how can it be unsound?

I Proof?

I Does the soundness theorem really mean what we think it means?

I Unrealistic assumptions

I What else?

I Rowhammer!

(could be, but there is a simpler explanation)

I Okay, it’s the assumptions:

I Error in the model
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Model: Filtering Behavior

SKIP
Γ, γ, p `

〈
[], t

〉
⇒ t

ACCEPT
matches γ m p

Γ, γ, p `
〈
[(m, Accept)], ?

〉
⇒ !

DROP
matches γ m p

Γ, γ, p `
〈
[(m, Drop)], ?

〉
⇒ %

REJECT
matches γ m p

Γ, γ, p `
〈
[(m, Reject)], ?

〉
⇒ %

NOMATCH
¬ matches γ m p

Γ, γ, p `
〈
[(m, a)], ?

〉
⇒ ?

DECISION
t 6= ?

Γ, γ, p `
〈
rs, t

〉
⇒ t

SEQ
Γ, γ, p `

〈
rs1, ?

〉
⇒ t Γ, γ, p `

〈
rs2, t

〉
⇒ t

′

Γ, γ, p `
〈
rs1 ::: rs2, ?

〉
⇒ t

′ LOG
matches γ m p

Γ, γ, p `
〈
[(m, Log)], ?

〉
⇒ ?

EMPTY
matches γ m p

Γ, γ, p `
〈
[(m, Empty)], ?

〉
⇒ ?

CALLRESULT
matches γ m p Γ, γ, p `

〈
Γ c, ?

〉
⇒ t

Γ, γ, p `
〈
[(m, Call c)], ?

〉
⇒ t

CALLRETURN
matches γ m p Γ c = rs1 ::: (m

′
, Return) :: rs2 matches γ m′

p Γ, γ, p `
〈
rs1, ?

〉
⇒ ?

Γ, γ, p `
〈
[(m, Call c)], ?

〉
⇒ ?

Background ruleset Γ : chain name → rule list
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Model: Matching Features

datatype primitive = IIface ‘string ’

OIface ‘string ’

Src ‘32 word × nat ’

Dst ‘32 word × nat ’

Protocol ‘prot ’ #where prot is either Any or 8 word

Src-Ports ‘16 word × 16 word ’

Dst-Ports ‘16 word × 16 word ’

CT-State ‘ctstate set ’

Extra ‘string ’

14



Model: Matching Features

datatype primitive = IIface ‘string ’

OIface ‘string ’

Src ‘32 word × nat ’

Dst ‘32 word × nat ’

Protocol ‘prot ’ #where prot is either Any or 8 word

Src-Ports ‘16 word × 16 word ’

Dst-Ports ‘16 word × 16 word ’

CT-State ‘ctstate set ’

Extra ‘string ’

7
14



Model: Matching Features

datatype primitive = IIface ‘string ’

OIface ‘string ’

Src ‘32 word × nat ’

Dst ‘32 word × nat ’

Protocol ‘prot ’ #where prot is either Any or 8 word

Src-Ports ‘16 word × 16 word ’

Dst-Ports ‘16 word × 16 word ’

CT-State ‘ctstate set ’

Extra ‘string ’

There is no such things as ports!

14



Model: Matching Features

datatype primitive = IIface ‘string ’

OIface ‘string ’

Src ‘32 word × nat ’

Dst ‘32 word × nat ’

Protocol ‘prot ’ #where prot is either Any or 8 word

Src-Ports ‘16 word × 16 word ’

Dst-Ports ‘16 word × 16 word ’

CT-State ‘ctstate set ’

Extra ‘string ’

There is no such things as ports!

but there are TCP ports, UDP ports, SCTP ports, . . .

14



Model: Matching Features

datatype primitive = IIface ‘string ’
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Negating Matches on Ports

I ! (-p tcp --dport 80) -j ACCEPT

I ! -p tcp -j ACCEPT
-p tcp ! --dport80 -j ACCEPT

I ¬(tcp ∧ port80 ) = ¬tcp ∨ (tcp ∧ ¬port80 )

I Dependent matches?

I Match on ports, possibly get a match on protocols for free!

I Common firewall research: just translate match expressions to SAT . . .
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Fixing the Bug in the Code

I The error exists only in your head!

I May be repeated throughout the code . . .
I Fixing may cause odd side effects . . .

I Normalization routines assume that once a primitive is normalized, another routine will
not destroy that

I Almost impossible to get right!
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We don’t fix the Code!

I We fix the model!

The semantics, the assumptions, . . .

I You saw the diff before

I Proofs will fail −→ we know exactly where we need to fix stuff!
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Fixed Model

*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
:CHAIN - [0:0]
-A FORWARD -j CHAIN
-A CHAIN -p tcp -m tcp --sport 22 -j RETURN
-A CHAIN -p udp -m udp --dport 80 -j RETURN
-A CHAIN -j DROP
COMMIT

Simplified
DROP udp -- 0.0.0.0/0 0.0.0.0/0 dports: 0:79
DROP udp -- 0.0.0.0/0 0.0.0.0/0 dports: 81:65535
DROP tcp -- 0.0.0.0/0 0.0.0.0/0 sports: 0:21
DROP tcp -- 0.0.0.0/0 0.0.0.0/0 sports: 23:65535
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
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